
Civic Centre, Castle Street,  
Merthyr Tydfil    CF47 8AN 

 

Main Tel: 01685 725000 www.merthyr.gov.uk 
 

 
 

FULL COUNCIL REPORT 
 

 

 

 
 

To:  Mayor, Ladies and Gentlemen 

 
REGULATION OF INVESTIGATORY POWERS ACT 2000  
 
 

1.0 SUMMARY OF THE REPORT 
 
1.1 To update and report upon the Council’s use of its powers under the Regulation of 

Investigatory Powers Act 2000 (RIPA) for Directed Covert Surveillance, and Covert 
Human Intelligence Sources (CHIS) for the period 1st April 2016 to the 31st 
December 2018 and to advise on changes to the Council’s RIPA Policy following the 
restructuring of the Council and the retirement of officers who were previously 
authorised by the Council to use surveillance or CHIS. 

  

2.0 RECOMMENDATIONS that 
 
2.1 The Council’s use of its powers under the Regulation of Investigatory Powers Act for 

the period 1st April 2016 to the 31st December 2018 be noted 
 
2.2   The amendments to the Council’s RIPA Policy be approved. 
 
 

3.0 INTRODUCTION AND BACKGROUND 
 
3.1 This report provides information on the Council’s use of the Regulation of 

Investigatory Powers Act 2000 (RIPA) for Directed Covert Surveillance, and Covert 
Human Intelligence Sources (CHIS) for a three year period between the 1st April 
2016 and the 31st December 2018.  

 
3.2  The Report also details the Council’s use of its powers under RIPA to intercept 

communications data for the period for the same period.  
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4.0 THE COUNCIL’S USE OF COVERT SURVEILLANCE AND COVERT 
HUMAN INTELLIGENCE SOURCES 

 
4.1 The figures are broken down into three periods namely – 
 

PERIOD 1 - 1st April 2016 to the 31st March 2017  
PERIOD 2 - 1st April 2017 to the 31st December 2017   
PERIOD 3 - 1st January 2018 to the 31st December 2018  

 
4.2  In accordance with statutory requirements reports for all three years have been 

made to the Investigatory Powers Commissioner’s Office. The Council will next 
report in early 2020 for the preceding year. 

 
DIRECTED SURVEILLANCE  

 
4.3 Directed surveillance is, in essence, any activity undertaken by the Council covertly 

for the purpose of a specific investigation in such a way that is likely to result in 
obtaining information about a person's private life. 

 
4.4 For PERIOD 1, the Council did not carry out any RIPA Directed Surveillance. Any 

surveillance undertaken during this period fell outside RIPA with all requests for 
surveillance assessed by Council RIPA authorising officers for Human Rights 
compliance thereby assuring that the surveillance activity was lawful and in line with 
standards set by the RIPA 2000.  

 
4.5 For PERIOD 2, the Council did not carry out any RIPA authorised directed 

surveillance. Any surveillance carried out was done so in line with the procedure 
detailed in 4.4 above. 

 
4.6 For PERIOD 3, the Council obtained three RIPA Directed Surveillance 

authorisations. In line with statutory requirements all authorisations were presented 
to the Magistrates Court for judicial approval prior to any surveillance being 
undertaken and all three applications were granted by the Magistrates. The Directed 
surveillance was undertaken by the Trading Standards Department in relation to 
sales of counterfeit goods.  

 
          COVERT HUMAN INTELLIGENCE 
 
 4.7 A covert human intelligence source (CHIS) is usually an undercover officer or 

someone working under the supervision of an officer who develops or maintains their 
relationship with the surveillance target, having the covert purposes of obtaining or 
accessing information for the investigator.   

 
4.8 For PERIOD 1 the Council did not authorise the use of a CHIS. Any undercover work 

carried out by the Council fell outside the RIPA 2000 and was carried out in line with 
the procedure detailed in 4.4 above. 

 
4.9 For PERIOD 2 the Council similarly did not authorise the use of a CHIS. Any 

undercover work carried out by the Council fell outside the RIPA 2000 and was 
carried out in line with the procedure detailed in 4.4 above. 

 



4.10  For PERIOD 3 the Council authorised the use of CHIS on one occasion.  This CHIS 
was used by the Trading Standards Department during investigations into counterfeit 
goods in particular counterfeit goods that were being advertised on line via Facebook 
and Gumtree. 

 

5.0 THE COUNCIL’S USE OF RIPA TO INTERCEPT COMMUNICATIONS 
DATA 

 
5.1 For the three periods detailed previously in 4.1 above there were no Council 

applications to obtain communications data.   
 
5.2 The process of authorisation to obtain communications data is different to the 

application process for Directed Surveillance and CHIS in that applications to 
intercept communications data are made by Council Officers but submitted to the 
National Anti Fraud network (NAFN) for their consideration and initial approval. 
NAFN provides a specialist service to local authorities with appropriate safeguards to 
ensure the credibility and the lawfulness of the Council’s use of RIPA. They are 
responsible for reporting activity of this nature to the Investigatory Powers 
Commissioner’s Office. 

 
 

6.0 THE COUNCIL’S RIPA POLICY 
 
6.1 The authorisations for directed surveillance and CHIS were issued in accordance 

with the Council’s current policy and procedure relating to the use of RIPA, and in 
line with Home Office Codes of Practice.  The Council’s RIPA Policy is available on 
the Council’s Website and the Codes of Practice are set out on the Home Office 
website. There is a need however to amend the RIPA Policy to reflect staff changes 
and Council restructuring. For instance the Council no longer uses RIPA surveillance 
to investigate Housing Benefit & Council Tax Benefit Fraud. This work is now carried 
out by the Department for Work & Pensions. Amendments have been made to reflect 
these changes but save for these changes the content of the Policy remains the 
same. The amendments are highlighted in the proposed amended policy at 
Appendix 1. 

 
6.2  All Council RIPA use is managed by the Council’s legal department using the 

Council’s bespoke RIPA software.  
 
6.3  The Council’s use of RIPA is also subject to scrutiny by the Investigatory Powers 

Commissioner’s Office.  
 
     

7.0 FINANCIAL IMPLICATION(S) 
 
7.1 None 
 
 
 
 
 



8.0 INTEGRATED IMPACT ASSESSMENT 
 
 

 Positive 
Impacts 

Negative 
Impacts 

Not 
Applicable  

1. Merthyr Tydfil Well-being 
Objectives 

  
        0 of 4 0 of 4 4 of 4 

2. Sustainable Development 
Principles - How have you 
considered the five ways of 
working: 

 Long term 

 Prevention 

 Integration 

 Collaboration 

 Involvement 
 

5 of 5 0 of 5 0 of 5 

3. Protected Characteristics 
(including Welsh Language) 

 
      0 of 10 0 of 10 10 of 10 

4. Biodiversity 
 

0 of 1 0 of 1 1 of 1 

Summary: 
 
The main positive impact is being able to demonstrate that the Council uses RIPA 
surveillance and CHIS lawfully and that it will continue to do so in the future. 
 

 
 
 
 
ELLIS COOPER 
INTERIM CHIEF EXECUTIVE 

COUNCILLOR ANDREW BARRY 
CABINET MEMBER FOR GOVERNANCE 

AND CORPORATE SERVICES  
 
 

BACKGROUND PAPERS 
Title of Document(s) Document(s) Date Document Location 

RIPA Policy  
 

2014 Council website 

 

Does the report contain any issue that may impact the Council’s 
Constitution?  
 

no 

 
 

Consultation has been undertaken with the Corporate Management Team in respect 
of each proposal(s) and recommendation(s) set out in this report.  


